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Tentang Shorewall…. 
•  Aplikasi administrasi dan manajemen firewall 

(iptables) 
•  Parameter/variabel: 
–  interface 
– zone 
– policy 
–  rules   
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Interface 
•  # ifconfig 

 à eth0 / enp2s0 / dsb 
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Zones 
•  Intranet / LAN à loc 
•  Internet à net 
•  Komputer/mesin Firewall à fw 
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Policy 
•  Dari    fw   ke   net   à  Allowed/Accept 
•  Dari    net  ke   fw    !  Denied/Drop 
•  Lainnya  à  Denied/Drop 
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Rules 
•  Dari loc:10.252.108.100/32 ke  net à Accept 
•  Dari net ke  loc:10.252.108.100/32 tcp/80à Accept 
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Instalasi (1) 
•  Hapus paket yang tidak digunakan 

§  :~# apt-get remove portmap  
§  :~# apt-get remove nfs-common 
§  :~# apt-get remove pidentd 
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Instalasi (2) 
Shorewall 
•  # apt-get install shorewall 
•  # apt-get install shorewall-doc 

VLAN 
•  # apt-get install vlan 
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Konfigurasi (1) 
VLAN: 
•  # vconfig   add  eth0   100 
•  # vconfig   add  eth0   200 
•  # ifconfig   eth0.100  192.168.xyz.1 netmask 255.255.255.0 
•  # ifconfig   eth0.200  172.16.xyz.1 netmask 255.255.255.0 
 
 
Packet Forwarding: 
•  # sysctl   -w    net.ipv4.ip_forward=1 
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Konfigurasi (2) 
•  Masuk ke direktori  /etc/shorewall 
– #   cd   /etc/shorewall 
 

•  Lihat filenya 
– # ls 
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Konfigurasi (3) 
•  Salin contoh konfigurasi 

–  # cp /usr/share/doc/shorewall/examples/two-interface/*   /etc/shorewall 
–  # cd /etc/shorewall 
–  # gunzip *.gz 
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Konfigurasi (4) 
•  Aktifkan shorewall pada /etc/default/shorewall  

   startup=0 menjadi startup=1 
•  Dan juga pada /etc/shorewall/shorewall.conf  

  STARTUP_ENABLED=No menjadi STARTUP_ENABLED=yes 
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Aktifkan shorewall 
•  # /etc/init.d/shorewall  start 
•  # iptables -nL 
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Modifikasi interface 
•  # vim /etc/shorewall/interfaces 
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Aktifasi beberapa rules 
•  Ijinkan koneksi http ke server 
– #vim /etc/shorewall/rules 
 

•  Pindah kursor dipaling bawah dan tambahkan 
rules  berikut: 
–  ACCEPT          loc             net                icmp 
–  ACCEPT          net             loc:192.168.1.1    tcp     80 
 

•  Restart  shorewall 
– # /etc/init.d/shorewall restart 
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Tugas 
•  Integrasikan shorewall dengan webmin 
•  Integrasikan shorewall, webmin dan apache2/

nginx 
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Contoh hasil integrasi shorewall dengan webmin 
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