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Instalasi: Web server/PHP/MySQL

* # apt-get install apache2 php5 mysql-server
phpmyadmin

1 Configuring phpmyadmin |
e web server that should be automatically configured to run phpMyAdmin.




Instalasi: Cek IP dan domain

* Cek IP: # ifconfig
* Cek domain: # nslookup <ip address>

root@debian:/home/student# ifconfig

eth@

lo

Link encap:Ethernet HwWaddr 00:0f:fe:f7:42:fc

inet addr:10.252.108.200 Bcast:10.252.108.255 Mask:255.255.255.0
inet6 addr: fe80::20f:feff:fef7:42fc/64 Scope:Link

inet6 addr: 2001:df@:a8:108:20f:feff:fef7:42fc/64 Scope:Global
inet6 addr: 2001:df0:a8:108:9438:27e2:ee9f:b9fc/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:34924 errors:@ dropped:@ overruns:@ frame:0

TX packets:9656 errors:@ dropped:@ overruns:® carrier:0
collisions:® txqueuelen:1000

RX bytes:39141299 (37.3 MiB) TX bytes:1227882 (1.1 MiB)
Interrupt:19 Memory: f0500000-10520000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:163 errors:® dropped:@ overruns:® frame:0
TX packets:163 errors:@ dropped:® overruns:® carrier:0
collisions:® txqueuelen:@

RX bytes:15469 (15.1 KiB) TX bytes:15469 (15.1 KiB)

root@debian:/home/student# nslookup 10.252.108.200

Server:
Address:

202.9.85.4
202.9.85.4#53

200.108.252.10. in-addr.arpa name = com@.c307.eepis-its.edu.



Instalasi: Mail Server

* # apt-get install postfix courier-imap

] Postfix Configuration |
Please select the mail server configuration type that best meets your needs.

No configuration:

Should be chosen to leave the current configuration unchanged.

Internet site:

Mail is sent and received directly using SMTP.

Internet with smarthost:

Mail is received directly using SMTP or by running a utility such

as fetchmail. Outgoing mail is sent using a smarthost.
Satellite system:

ALl mail is sent to another machine, called a 'smarthost', for delivery.
Local only:

The only delivered mail is the mail for local users. There is no network.

General type of mail configuration:
No configuration
Internet with smarthost

Satellite system
Local only

<0k> <Cancel>

{ Postfix Configuration |

The "mail name" is the domain name used to "qualify" _ALL_ mail addresses without a domain name. This includes
mail to and from <root>: please do not make your machine send out mail from root@example.org unless
root@example.org has told you to.

This name will also be used by other programs. It should be the single, fully qualified domain name (FQDN).

Thus, if a mail address on the local host is foo@example.org, the correct value for this option would be
example.org.

System mail name:
comd.c307.eepis-its.edu |

<0k> <Cancel>




Konfigurasi: Postfix dan IMAP

Postfix:
* # postconf -e¢ "home_mailbox=Maildir/"
* # postconf -e¢ "mailbox_command="

* # /etc/init.d/postfix restart

IMAP:
e # cd /etc/skell
* # maildirmake Maildir/

e 1t adduser user




Roundcube: Download installer

Download verst: Old stable - 1.2.9 (complete)

Download

Stable version - 1.3.8

Package Size SHA-256 chgltksum

Dependent ’ Download 3.0 MB 933141125033d8ce2755198367c45bdd2f4cfee5d7688f913877beeb6c532858
Complete Download 5.2 MB #9e33f9643f98311b700138a1e1a0358¢c37b1205250e1124bd43d7f92920d05

f4d753ea98144d0a80755752f6be2a9c4038386cc44339cdch857989e645fb39

Framework Download

Old stable - 1.2.9

Package SHA-256 checksum
Dependent ’ 7b4967606e0c7e0b3b972a49914f62aac50e6d778019eae503c332cea5829d4d
Complete 3.7 MB Ofed9def3b9441f93388c81ab47de58cd3b301f221c892d9¢3fdcd3fd949797b



Roundcube: ekstrak tgz

e # cd /var/www/html

e # tar xzvf /home/student/Downloads/
roundcubemail-1.2.9-complete.tar.gz

e # In -s roundcubemail-1.2.9 mail



Roundcube: Menyiapkan DB roundcube

root@debian:/var/www/html# mysql -u root -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 52

Server version: 5.5.60-0+deb8ul (Debian)

Copyright (c) 2000, 2018, Oracle and/or its affiliates. All rights reserved.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql> CREATE DATABASE roundcubemail;
Query OK, 1 row affected (0.00 sec)

mysql> GRANT ALL PRIVILEGES ON roundcubemail.* TO roundcube@localhost IDENTIFIED BY 'pass';
Query OK, @ rows affected (0.00 sec)

mysql> flush privileges;
Query OK, @ rows affected (0.00 sec)



Roundcube: Menyiapkan DB roundcube

# cd /var/www/html/roundcube-1.2.9/SQL

# mysql -u root -p roundcubemail < ./
mysql.initial.sql

root@debian: /var/www/html# cd roundcubemail-1.2.9/SQL

root@debian:/var/www/html/roundcubemail-1.2.9/SQL# mysql -u root -p roundcubemail < ./mysql.initial.sql
Enter password:

root@debian: /var/www/html/roundcubemail-1.2.9/5QL# ||



Roundcube: Aktitkan plugins ENIGMA

# cd /var/www/html/roundcube-1.2.9/config
# cp configinc.php.sample configinc.php
# vim config.inc.php

// List of active plugins (in plugins/ directory)
$config['plugins'] = array(

'archive',

'zipdownload',

);

// List of active plugins (in plugins/ directory)
$config['plugins'] = array(

'archive',

'zipdownload',

‘enigma’,

);



Roundcube: akses roundcube

Buka browser dan akses url/mail

[ ® < [ &Q com0.c307.eepis-its.edu/mail/?_task=mail& mbox=INBC th (m] +
About user@localhost () Logout
roundcube ' R Mail L Address Book a Settings
&
: WA‘ _/v YY) All = Q'
Refresh Compose Mark More
D Inbox £t~ Subject % From Date Size N &

~"
E ® O 0% E o Select = Threads @ % Mailbox is empty ¢ 1 1 |



Roundcube: Update 1dentitas

Settings =2 identities

About e calhost (1) Logout

roundcube . 2% Mail L Address Book Q Settings

Settings Identities Edit identity
L Preferences user <user@localhost> .
Settings
I Folders
. . Display Name user
- ldentities :
§ Responses Email _user@comO.c307.eepis—its.edu
&= PGP Keys Organization
Reply-To
Becc
Set default
Signature

Sinnatura

- m
-



Roundcube: PGP roundcube

Settings =2 PGP Keys

# chown www-data:www-data /var/www/html/mail/plugins/enigma/home

00O < M com0.c307.eepis-its.edu < th a

About

user@localhost () Logout

fOUﬂdCUbe . 2% Mail L Address Book Q Settings

Settings PGP Keys

L Preferences

B Folders
. Identities L (Q,
i Responses A An error occurred! el
.
@~ PGP Keys

Application Error (600): Enigma plugin: Keys directory isn't
writeable: /var/www/html/mail/plugins/enigma/home

m v

C
]

£t



Roundcube: Buat key
Settings =2 PGP Keys

user@com0.c307.eepis-its.edu ) Logout

B Mail ‘.. Address Book Q Settings

Import
Settings PGP Keys <« » ) Create a new key pair
s Preferences .
Identity: user <user@com0.c307.eepis-its.edu> B
Bl Folders
8 identities Key size: 2048 bits - default | T
‘] Responses Password: |---- ‘
@~ PGP Keys Confirm password } 2 ]
Save
About e eepis-its.edu () Logout
® —
roundcube B4 Mail & Address Book Q Settings
2 e ;
] L ¢ 24 No keys fou
[ ?f Pl Q
Import Export
Settings PGP Keys <« > > user <user@com0.c307.eepis-its.edu>
s Preferences user <user@com0.c307.eepis-its.edu> . 1
Basic Information
Bl Folders
User ID user <user@com0.c307.eepis-its.edu>
_o e Key ID 38674C34
M Responses Key type key pair
@ PGP Keys Fingerprint F40C 333D 28DD 4AC9 4832 BBFD 227C BF40 3B67 4C34
Subkeys
D Algorithm Created Expires Usage
3B674C34 RSA (2048) 2018-11-15 never Sign,Certify
SEB14E61 RSA (2048) 2018-11-15 never Encrypt

Additional Users

D Valid

user <user@com0.c307.eepis-its.e.. valid



Roundcube: Import ke

Settings =2 PGP Keys

About user@com0.c eepis-its.edu () Logout

roundcube . D<RE] ‘.. Address Book Q ttings
% N Q
Import Export
Settings PGP Keys « > > Import key(s)
o Preferences Idris Winarno <idris@student.pens.ac.id>
. You can import private and public key(s) or revocation signatures in ASClI-Armor
B Folders user <user@com0.c307.eepis-its.edu> format.
3 (dentities

Choose File ' no file selected

B Responses

o s (oo

BN Mail L Address Book Q Settings

T P - Q

Import Export

Settings PGP Keys « » > user <user@com0.c307.eepis-its.edu>

L] Preferences Idris Winarno <idris@student.pens.ac.id> . .
Basic Information

Bl Folders user <user@com0.c307.eepis-its.edu>
User ID user <user@com0.c307.eepis-its.edu>

L i Key ID 38674C34

@ Responses Key type key pair

@~ PGP Keys Fingerprint F40C 333D 28DD 4AC9 4832 BBFD 227C BF40 3B67 4C34
Subkeys
D Algorithm Created Expires Usage
3B674C34 RSA (2048)  2018-11-15  never Sign,Certify
SEB14E61 RSA (2048)  2018-11-15  never Encrypt

Additional Users

D Valid

user <user@com0.c307.eepis-its.e...  valid



Roundcube: Test Email

out ser@ J u (O Logout
' M4 Ma 9 i
roundcube R4 Mail & Address Book ﬁ Settings
= Abc + i a
i - @ - .
Cancel Send Save Spell Attach Responses Encryption

Digitally sign this message ¥

Contacts K <« » M From user <user@com0.c307.eepis- =
f Encrypt this message v i
Q To idris@student.pens.ac.id Attach my public key "
' © Add Cc @ Add Bce ) AQErReEpIY= ey Aot {
E: Personal Addresses
Subject test
a Editor type | Plaintext J  Priority | Normal Return receipt  Save sent message in | Sent B
my Rdpg

Attach a file

November 15, 2018 10:58 PM

Version: GnuPG vl

hQEMAOPjLxtesUShAQgAImMN490urNyxbzXJtJ7wrlL65y4X/B1C7eDeZJX3XI25
vOmHgj £bpKG3nNYvavkzMObfRAEK6VEFOmMUONTM/ 1C8KiBy49V0yIwvdd jUamwVl
YKNXr4+I29YoROwe59rMbCZsr fBELGQWEVFEFKFqf0D5RZOtr3r SbEx8WmnEar0+y
DWSLCVQSyYvug8sPTodA+bxPFnDgpEObkngAojtX 1mlEnvOjROtShxCOG8Lc52zBh
507VXAU3HUMQDOiE/F5necOMt IkLeBBABt /SLok7A2wQHC3dOAD2 xyVcHwkw8gNW
2IKpg7DJ+bcpHYCWSN£X+JyLyrmu0zdrl19CKL7F0YSMAyaH1bKhjAM1AQOA jtHA
V£V+67SRmRz£4J£F1BgnogCe/rd5BlyNVCTBR/OEpRskJgOa2SByvGa9fcC/1d/+
Et97RXRI6QN1w+P1YCCz2+h2Tg/Qh8PkceIRt228 1LKgQpuScGudtrec/pRhu7NV
en57RSo011ovt1iTUxhAP1ImFgpleMViWnXJIz3XSwWRBBbTI6TxtnePNX7GJI3T6jL
mZnFUYDc109+4cnTeE4ap7agbBTs2221Y3VirNMVcbH9ammagnkzgM1F50£29+YW
I+wOANHPXTy+gVSvmTnVh4SPodSwKvj9IMpb3yaOWGEMFn6Friow2cZYdBuYiw6P
egbjusNLbUS9pHXNmZijfvLX8WtcMIaB8xfcaiNMwaGGEmGRva8r8W8dONiyrL7Ho
w3h6dnJCNgt£847SOA0XL+gb6606ql8iac6PWHBXmIN2g+snfytxKkjIFRIZBG2
2L1eT0s8IZtDNOOAEIBYtrH4iuELeS+2z03v1lydLySW5xyho34m+eU9ac5+ttFoUd
yVE59sxhNglUDOWyOgwe 1lheNGum0 jz/2p5SNhH6714I1h9glrtWvIwHccuc3wtcQg
AjJLBKVofylx+kEUPWOmwaD0GDKENVOn98ZraWWPxyW8smVymzURx0+pYxBdPO9Vm
C6VTdydDQCNuHyYDnQEDHaldkY7cR2/kFaArIo71vDiGY30H8heKOlvpHvVG3d7Sh
1gDdhde0hzTT/0I2iax01vtGYO4wbGBEE9uz42zH4tD2I3Thf /rfk2HZIXWiHIHpY
2w+MpOs /eZ4JWBCqTKw4 1TxDf ag8GvpzcDrRiER4 rA==

=AV+z

END PGP MESSAGE




TERIMA KASIH



